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   Content Regulatory Authority of South Africa
BEHIND THE SCREENS: WHY ONLINE SEXTORTION IS EVERY FAMILY’S CRISIS— HOW WE FIGHT BACK

PREAMBLE
Sextortion remains an online Child sexual exploitation/abuse form that is a nightmare in South Africa and across the globe. According to the British Psychological Society, sextortion has been the form of image-based abuse (online blackmail) that has been growing in prevalence since 2021, and currently the highest reported form of image-based sexual abuse. According to O’Malley RL (2023), “sextortion occurs when an individual threatens to distribute a victim’s intimate images, videos, or information unless they comply with the perpetrator’s demands”. Such demands often involve money, additional intimate materials, or sexual contact with the victim. Sexual extortion is generally perpetrated against both adults and children, nonetheless children are particularly most vulnerable to this form of online crime (Australian Institute of Criminology, 2025).

The Sunday Times report of a recent arrest of a South African suspect linked to a widespread, international digital sextortion ring brings to sharp focus a threat many victims keep secret, further exacerbating their suffering and giving perpetrators more power over them (Sunday Times: 2026). The criminal operation – which has been connected to more than 50 cases globally – tragically resulted in the suicide of a Swiss teenager who fell victim to the severe psychological manipulation and blackmail orchestrated by the suspect. 

In an era where adolescence unfolds largely on glowing glass screens, a predatory crime has quietly escalated into a public health and safety emergency: financial online sextortion. What once occurred in the shadows has transformed into organised, high-volume cybercrime, systematically targeting children and teenagers in the very places they feel most secure – their bedrooms, classrooms, and social media feeds. The Film and Publication Board, through its complaints-handling mechanisms, has received 18 reports of sextortion in this quarter alone. Studies are required to determine the extent of this scourge in South Africa (Maluleke: 2026).

The tactics are as ruthless as they are standardised. The Australian Institute of Criminology in 2025 found that perpetrators, often operating as part of international crime syndicates, create fake online profiles—frequently posing as attractive peers or friends on platforms like Instagram, Snapchat, TikTok, or online gaming hubs (Australian Institute of Criminology: 2025). Within hours or days, they groom the victim into sharing an explicit photograph or video. The moment the image is transmitted, the trap springs. The affectionate persona vanishes, replaced by cold extortion: pay money immediately via gift cards or crypto apps, or the images will be broadcast to parents, classmates, teachers, and sports teams.

THE MYTH OF VULNERABILITY: NO ONE IS IMMUNE
A common misconception is that sextortion only affects children who are "reckless" or lack digital literacy, or that it is confined to specific socio-economic brackets. The reality is far more sobering. Vulnerability in the digital age is universal.
Organised extorters do not care about a family’s income, a child’s academic standing, or whether they attend a well-funded private academy or an under-resourced township school. Predators exploit universal human traits: curiosity, the desire for romantic connection, trust, and adolescent brain development, which naturally leaves young people more susceptible to impulse and risk. A teenager from an affluent suburb with high-tech parental controls is just as vulnerable to sophisticated psychological manipulation as a teen using a shared mobile device in a rural village. Sextortion is an equal-opportunity predator.

THE SHATTERING IMPACT ON VICTIMS
As the Australian report cited above shows, the psychological toll on a young victim is immediate and catastrophic. When faced with the threat of public exposure, teenagers experience profound shame, panic, and isolation. Predators weaponise social stigma, leaving victims convinced that their life, reputation, and future are ruined forever.

Tragically, this psychological pressure cooker has led to devastating outcomes globally and locally, with numerous documented cases of teenagers taking their own lives as a result of relentless harassment. The victims are driven by panic before they could reach out for help. For those who survive the ordeal, the invisible scars—anxiety, depression, loss of trust, and post-traumatic stress—can linger for years.

THE MANDATE OF REGULATORY BODIES: WHAT THE FPB AND AUTHORITIES MUST DO
Combating a threat of this scale requires systemic intervention from digital regulatory authorities. In South Africa, the Film and Publication Board (FPB) holds a crucial statutory mandate to safeguard children from online harm and age-inappropriate exposure. Under amended regulations, the FPB acts as a key enforcement and takedown mechanism for non-consensual sexual content and Child Sexual Abuse Material (CSAM), commonly referred to as child pornography.
 
However, regulatory authorities must continue to evolve from reactive oversight to proactive defence:

· Swift Takedown Powers & Platform Accountability: Regulators like the FPB must enforce rigorous oversight on social media platforms, holding big tech accountable for failing to detect automated scam accounts and demanding rapid content takedown turnarounds.
· Global Interoperability: Through international networks like INHOPE, the FPB must ensure cross-border coordination to trace, flag, and eradicate illegal material hosted on foreign servers. 
· National Awareness Campaigns: Regulatory bodies must bridge the gap between policy and the public by embedding digital safety and consent education directly into school curricula and community hubs.

IMMEDIATE RECOURSE: WHAT VICTIMS AND FAMILIES SHOULD DO
If you or a child you know falls victim to sextortion, the most vital message is this: You are the victim of a crime, and you are not alone.
1. Stop All Communication and DO NOT Pay: Paying money almost never stops the extortionist; it only proves that the threat works and leads to demands for larger sums. Also, extortionists can demand payment in kind, demanding more compromising images of the victim.
2. Preserve Evidence: Take screenshots of all messages, account handles, banking/payment details, and chat logs before blocking the user.
3. Block the Extorter: Once evidence is captured, block the perpetrator across all platforms to cut off their psychological leverage.
4. Report the Crime immediately through official channels:
· Film and Publication Board (FPB) Hotline: Report online illegal content and non-consensual images at 0800 000 555 / 0800 148 148 or via email at clientsupport@fpb.org.za. 
· Childline South Africa: Call 116 (Toll-Free) for immediate 24/7 psychological support and intervention. 
· SAPS: File an official police report with the South African Police Service Cybercrime Unit.
· Platform Reporting: Use the reporting tools within Instagram, Snapchat, or TikTok to flag the account and request emergency image hashing/removal via initiatives like Take It Down (NCMEC).

NAVIGATING THE SCOURGE: ADVICE FOR YOUTH AND CAREGIVERS
Ending the stigma around sextortion starts at home and in the community.
For Youth:
· Remember that real online friends don't ask for explicit photos. Treat unsolicited private messages from strangers—no matter how attractive or friendly they seem—with healthy scepticism.
· Audit your privacy settings. Keep social media accounts private, and do not accept friend requests from people you haven't met in person.
· If a mistake happens, speak up. A compromised photo will never ruin your life, but keeping quiet out of fear allows predators to manipulate you. Reach out to a trusted adult immediately.
For Parents and Caregivers:
· Cultivate open, non-judgmental communication. Ensure your child knows that no matter what happens online, they can come to you without fear of anger, shame, or immediate loss of their devices. Fear of punishment is the primary reason children remain silent when extortion begins.
· Educate, don't just restrict. Focus on teaching critical thinking about digital interactions rather than solely relying on parental control software.
· Watch for warning signs. Sudden secrecy around devices, severe anxiety, withdrawal from family activities, or unexpected requests for money/gift cards are red flags that warrant a gentle, supportive conversation.

In conclusion it is critical to remember that online sextortion thrives in darkness, fear, and secrecy. By breaking the silence, holding online platforms accountable, and equipping our young people with both support and awareness, we can dismantle the power of digital predators and keep our youth safe.
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